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R2 BERNEEANE

Table 2 Reliability and Validity of Scales

TRt W) 3t Rt Hr8ET AVE CR  Cronbach's o
OH T BTl (s B2 2GR, R T ity TAE 0. 887
ii B2h ®§;ﬁ&ﬁﬂkf§.§.ké’é‘ﬂﬂﬁ%ﬁ.ﬁﬁ%@l%ﬂﬁﬁﬁﬂ 0.915 o sis o0 o550
@k 7 B %28 B B A Rt AL T R IR AT 5.40p
E
O R BT 2B B A%, A REAEHE 0.883
HERK ORFERGFEEZLEEEFE, ALAELEERREMGE 0.848 0.714  0.882 0. 802
@AMFE R ELEHH EERE PREE, KFEXHM 0802
ORIABILFELZLERNRELRLEN 0.847
EEEE omivhefasemmmmiiRsEs 0.78 0.672 0.860  0.758
QIR IT (G B EZ LB REIELER 0. 806
ORAEALEM B YR ENE R ED 0.823
Eﬁég QAT RES A TR B3 X% 0.890  0.769  0.909 0.849
@RI RES A sh B &k I TAEBUE 0.916
R3 RNYAERER
Table 3 Test Results for Cross Loading
T it R RRZEEESH  HEEERE [FELE2EER FEEZEFNEE
FREEEHD 0.887 0. 676 0.672 0.534
FRELEHD 0.915 0.588 0.658 0.550
BREEEHS 0.910 0.521 0.663 0.648
TR 0.655 0. 883 0. 654 0.426
HAREBC 0.671 0.848 0.653 0.508
HEEHAERG 0.678 0.802 0. 695 0.530
RREEBERD 0.744 0.636 0.847 0.586
BEREL2EHD 0.790 0.572 0.786 0.595
REBZEEHRG 0.783 0.529 0. 806 0. 691
FERELFUERED 0.612 0.552 0.671 0.823
FRELEBMEED 0.615 0.379 0. 680 0.890
FEREEFMEESD 0.552 0.464 0.592 0.916
4.3 WRESR ENEERLLENBEREEMARX,r=0.645p<

FEZEE) ERELR . FEXLERMER
BB REEAN R K E R EE M RR
PR HRATA,FRELEHSEEERE
FEMRK, r=0.747,p< 0.010;  HERB SRR EZ 2
EMEEBEEMR,r=0542,p<0.010;[FREL

0.010; EEEBRSFELLBREEFRMR, r=
-0.722,p<0.010:; FRZLBRERBLLIME
BRFRAMAE,r=-0.712,p<0.010, XLEAHXHES
HETMOLRA B, A RIEFRBEREET W
$UETE
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x4 DEGEEABAXRY
Table 4 Mean, Standard Deviation and Correlation Coefficients

BE  REE BRELEN S PRLHE A FERELER
ERELES 4.239 1.204
A 4.128 0.993 0.747""
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Table 5 Results of Regression Analysis
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Information Security Stress and Employees’ Violation Intention .
Moderated Mediation Effects

ZHEN Jie' ,XIE Zongxiao”,DONG Kunxiang’

1 School of Business Planning, Chongqging Technology and Business University, Chongqing 400067, China

2 Department of Information Security Service, China Financial Certification Authority, Beijing 100054 , China

3 School of Management Science and Engineering, Shandong University of Finance and Economics, Jinan 250014, China

Abstract . It has been continuously proved that adoption of information technology and information systems has a positive effect on
organizational performance, Thus, information resources have become important assets, which are related to the survival and devel-
opment of organizations. However, employees’ violations of organizational information security policies, whether intentional or unin-
tentional , often put the organization at great risk even leading to disastrous losses. As such, employees’ violations of organizational
information security policies are viewed as the insider major concern in organizational information security management. Previous
studies have investigated influencing factor of employee violations of information security policies, however, the existing research
has not yet formed a unified conclusion and disengages from the practice of organizational information security management. There-
fore, these studies failed to offer organization targeted suggestions on how to reduce employees’ information security violations.

Based on coping theory and moral disengagement theory, this study explores the influence mechanism of information security
stress to employees’ information security violation intention using a moderated mediation model. That is, moral disengagement is
the mediating variable, so well as information security awareness is the moderating variable. A survey was conducted on the or-
ganizations which has passed the information security management system (ISO/IEC 27001). 318 valid samples were obtained,
and the hypotheses were tested by multiple liner regression and moderated path analysis methods.

The results indicated that; () information security stress has a significant positive effect on information security violation in-
tention, and moral disengagement is the mediating variable between information security stress and employee’s information securi-
ty violation intention; (2) information security awareness has a negative moderating effect on the relation between information secu-
rity stress and moral disengagement, as well as the relation between moral disengagement and information security violation inten-
tion; (3 information security awareness has a negative moderating effect on the mediating effect of moral disengagement on infor-
mation security stress and information security violation intention. Thus, there exist mediated mediation effects. In other words,
the higher the information security awareness is, the weaker mediating effect and vice versa.

The resulis of this study clarify the influence mechanism of information security stress to employee violation intention of or-
ganizational information security policies, deepen the understanding of employee information security stress, and enrich the theo-
retical research of behavioral information security management. In addition, the current study also provides some implications for
organizations on how to effectively control and reduce employee information security violations through improving employee infor-
mation security awareness and strengthening employee professional ethics training.

Keywords ; information security stress;information security awareness ; violation intention; moral disengagement ;coping theory
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