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Research on User Abnormal Behavior Prediction of Enterprise
Information System Based on Deep Neural Networks

YIN Jun'? ,PENG Yanhong’ ,LU Yi®,GE Shilun® ,LIU Peng’
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nology, Zhenjiang 212003, China

2 School of Economics and Management, Jiangsu University of Science and Technology, Zhenjiang 212003, China
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Abstract ; With the continuous improvement of enterprise informatization, its core business is increasingly dependent on the relia-
ble operation of information system. For enterprises, any abnormal operation performed by information system users may bring in-
estimable losses to them. The enterprise pays more and more attention to the negative impact that the user's abnormal behavior
may have on the enterprise. How to effectively predict the abnormal behavior of enterprise information system is our research
question.

To address this need, the study designs a prediction framework for the abnormal bhehavior of enterprise information system
users: firstly, the definition standard of abnormal behavior of enterprise information system users is defined; then, with the user
log data, we add the business dimension to build the feature model based on previous research, and use the deep neural network
method to predict the abnormal behavior of users; finally, the model is evaluated by comparing with classic statistical method and

traditional machine learning method. Taking a shipbuilding enterprise as an example, the effectiveness of our prediction frame-
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work is preliminarily verified.

The research results show that the overall performance of the feature model becomes better after adding business features. In
addition, the data-driven deep neural network model can extract abstract features of users’ ahnormal behaviors layer by layer, im-
proving the efficiency of each feature in predicting abnormal behavior. Compared with multiple linear regression, the recall rate
and precision rate of deep neural networks increased by 16.49% and 7. 46% respectively; compared with support vector ma-
chine, the recall rate, precision rate and AU/C increased by 3.09% , 5.09% and 0. 08, respectively. A further comparison of the
models of the three departments found that in the business departments and functional departments directly related to the business
of the enterprise, the abnormal behavior of users can be better identified, while the classification effect of the information depart-
ment is not good.

The research resulis provide a prediction framework that may he applicable to the abnormal behavior of enterprise information
system users. The feature model is built by integrating the extant research and business-oriented features of enterprise information
system, and the deep neural network method is selected for model training, which improves the accuracy of prediction. This also
helps enterprises to predict the abnormal behavior of users, so that timely measures can be taken to reduce the negative impact of
abnormal user behavior on the enterprise.

Keywords . enterprise information system;deep neural networks; user abnormal behavior;feature engineering;prediction
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