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Figure 1 Model of Users’ Personal Information Disclosure Decision in Mobile Commerce Environment
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Table 3 Results for Descriptive Statistics
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Table 4 Reliability and Validity of the Scales
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Figure 2 Hypothesis Testing Results for the Research Model
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Research on Mobile Users' Information Disclosure Decision Process
from the Perspective of the Whole CPM Theory

LIU Bailing, SUN Wenjing
School of Information Management, Central China Normal University, Wuhan 430079, China

Abstract: With the development of the mobile Internet and big data, users’ data has become the important resources for com-
panies to obtain competitive advantages. But mobile service providers’ collection and process of users’ data raises users’ pri-
vacy concerns. The prevalence of privacy paradox phenomena confuses the privacy issues’ negative effects on users’ informa-
tion disclosure. Therefore, it is necessary to better understand the essence of users’ information disclosure.

Focusing on the cognitive experience of mobile users, this study explores mobile users’ information disclosure decisions.
(D Based on the whole framework of communication privacy management (CPM) theory, the mobile user’s cognitive experi-
ence is divided into three stages: cognitive factors stages, cognitive trade-offs stages and disclosure decisions stages; ) focus-
ing on the mobile users’ cognitive experiences, from the perspective of privacy paradox, we developed a three stages model of
users’ personal information disclosure decision under mobile environments; (3) with the mobile commerce environment as a
specific situation, and by employing the method of questionnaire survey, we used Smart PLS 3.0 to conduct the structural equa-
tions paths analysis with 406 valid data.

The result shows that the cognitive factors of mobile users’ information decision-making (perceived ownership, perceived
surveillance, disposition to value privacy, and perceived effectiveness of privacy policy) can directly or indirectly impact the
cognitive trade-off factors (privacy risk and privacy control) of mobile users’ information disclosure decisions. Which then
shape their positive and negative attitudes, i.e. trust and privacy concerns in specific context, in which trust plays a critical role,
along with the trade-off of risk-control influence users’ willingness of personal information disclosure.

This study attempts to apply the whole framework of CPM theory to study the decision-making process of users’ disclos-
ure of personal information, deepening the understanding of the process of mobile user’s personal information disclosure de-
cision-making for mobile users, and theoretically enriching the research on users’ information disclosure behavior in mobile
commerce environment. It further confirms the phenomenon of privacy paradox in the mobile commerce environment. At the
same time, with mobile commerce environment as the research background, privacy concerns in specific context and trust are
regarded as two different attitudes (positive attitude and negative attitude), and the effects of both of them on users’ informa-
tion disclosure intentions are evaluated, providing new insights into the phenomenon of privacy paradox. With the insights, it is
of certain guiding significance for mobile service providers and mobile application developers to take targeted measures to ob-
tain more personal information from users.

Keywords: communication privacy management theory; mobile commerce; information disclosure; perceived surveillance; pri-

vacy paradox
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