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Figure 1 The Basic Logic of Information Security
Collaborative Governance Model
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Table 1 Reliability and Validity of Scales
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Table 2 Means, Variance, and AVE Square Root of Latent Variable
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Figure 3 PLS Full Model Analysis Results
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Table 5 Test Results for Interaction Effect
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Table 7 Necessary Analysis of Condition Variables
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Abstract: Digital transformation is the path for enterprises to better perceive and meet external market demands, as well as to

realize and refine internal digital operation management. However, frequent information security incidents such as data leak-

age during the digital transformation which not only cause serious losses to enterprises, but also endanger the national security

and social stability. This situation also shows that information security governance in enterprise digital transformation lags far

behind the real needs. So far, the existing studies have not paid enough attention to information security issues in enterprise di-

gital transformation.

Based on the resource-based theory, this study explores the impact of information security collaborative governance on the

competitive advantage of enterprises in digital transformation from the value creation function of information security. Further-

more, this study explores the mediating roles of information security integrative capability and emergency capability. As such,

we can verify the theoretical logic of “information security governance-information security capability-value creation” . The


https://doi.org/10.1016/j.accinf.2012.06.005
https://doi.org/10.11731/j.issn.1673-193x.2014.10.027
https://doi.org/10.11731/j.issn.1673-193x.2014.10.027
https://doi.org/10.11731/j.issn.1673-193x.2014.10.027
https://doi.org/10.2307/25148781
https://doi.org/10.3724/SP.J.1042.2014.00731
https://doi.org/10.3724/SP.J.1042.2014.00731
https://doi.org/10.3724/SP.J.1042.2014.00731
https://doi.org/10.3724/SP.J.1042.2014.00731
https://doi.org/10.3724/SP.J.1042.2014.00731
https://doi.org/10.3969/j.issn.1002-5502.2017.06.011
https://doi.org/10.3969/j.issn.1002-5502.2017.06.011
https://doi.org/10.3969/j.issn.1003-2053.2021.04.013
https://doi.org/10.3969/j.issn.1003-2053.2021.04.013
https://doi.org/10.3969/j.issn.1672-0334.2022.01.004
https://doi.org/10.3969/j.issn.1672-0334.2022.01.004

52 EWBL 2 (Journal of Management Science) 202447 H

hypotheses are tested by using structural equation modeling (SEM) and fuzzy set qualitative comparative analysis (fSQCA)
with data from 136 domestic enterprises promoting digital transformation.

The results show that, (1) Information security collaborative governance, information security integrative capability and
information security emergency capability have significant positive effects on enterprise competitive advantage, respectively.
In addition, these three variables form two types of antecedent constructs of enterprise competitive advantage; (2) Information
security integrative capability and information security emergency capability play partly mediating roles in the relationship
between information security collaborative governance and enterprise competitive advantage; (3) In comparison, the impact of
information security integrative capability on enterprise competitive advantage is greater than that of information security
emergency capability. However the complementary effect of these two variables is not significant.

The results clarify the rationality of the theoretical logic that “information security governance-information security cap-
ability-value creation” , confirm the positive impact of information security collaborative governance on enterprise competitive
advantage in digital transformation, and expand the theoretical understanding of the impact of information security integrative
capability, information security emergency capability. The theoretical cognition of the impact of information security integra-
tion capability and information security emergency capability is expanded. Furthermore, suggestions regarding promoting in-
formation security collaborative governance, improving information security integrative capability and emergency capability
provide practical support for enterprises to reasonably and effectively control information security risks in digital transforma-
tion.

Keywords: digital transformation; information security collaborative governance; information security integrative capability;

information security emergency capability; competitive advantages
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